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Flipping the Cyberdefense Equation to Tip the 
Scales Back in Our Favor

Rick McElroy – Principal Security Strategist 
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Presenter
Presentation Notes
"Before we start, one of the nice things is we get this customer interaction, I've talked with the sales guys, I think I understand your products, but I'd love to hear from you, what's your security stack, how do we fit in, what are we doing well, etc."
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Threatscape

Presenter
Presentation Notes
Globally, at least a hundred advanced persistent threat groups are currently operational as criminal operations, mercenary groups, or nation-state sponsored divisions. Criminal operations typically target organizations or individuals for financial data or personal identifiable information for identity theft. Mercenary groups steal financial information or specific information from specific targets, as requested by their client. State sponsored groups may target organizations or governments to steal financial information, defense information, information that would grant a geopolitical economic or technological advantage, or any information that would be of use in intelligence or counterintelligence operations. Nation state actors have been known to compromise enemy systems in order to plant malicious code that could enable the attacker to fully control the target networks or sabotage the systems altogether.
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Constantly Evolving Environment

Presenter
Presentation Notes
Changing Compliance Landscape. 
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Time is not on our side

Presenter
Presentation Notes
Whether its multiple projects at once, multiple incidents at once or just planning any time off we can get ..time is never on our side. Attackers are beginning to get faster in their activities. Common trojans like Emotet has nation state tools baked in and our systems don’t give us the high confidence intelligence we need. We need people process and technology that provides less complexity not more. The alerts have to be actionable and high fidelity. 

According to the latest Carbon Black Threat Report 

Half of all incident response engagements now involve instances of counter incident response

Remember as much as the bad guys love automation they also love to interact with your systems when they get shells on them. 
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Complexity..Complexity…Complexity

Presenter
Presentation Notes
The world of security is complex even if you just talk about technology to mitigate these risks. Think about all the possible combinations of vendors that are out there. We for the most part get to pick our tools to defend with. We must think of those as a security eco system and not just standalone tools. They should drive actual outcomes not just add to the noise. As defenders we must choose our toolsets to meet the threats that face OUR environment not EVERY environment. 

Its over wheleming to chose a technology. It takes a long time to tune and implement. We must think of technology in terms of outcomes. What’s the fewest number of tools you need to drive the outcome ?
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Home Field Advantage

Presenter
Presentation Notes
We have some advantages…We have the home field advantage which I think we fail to act upon. We should know our assets better then the adversary. Lots of times we fail to complete these efforts on baselines or even getting to a known state. Lots of shops still struggle with the basics like backups and restores…or patch management…Yes its hard and yes its not ”sexy” infosec to do the basics well but its critical we build and maintain our home field to give our team the advantage. 


How come the adversary hide in the darkness? Awesome turn the lights on
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Home Field Advantage

Presenter
Presentation Notes
Are you going to wait for the fire? Or prepare now. Do you have backups and tested restores. You can do all of this now to be prepared when the fire comes. All of this activity does not require an attacker to do anything. This is solely in our realm to control. Short of money and want to prevent ransomwares impact? Awesome do backups and restores well. 
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Prevent what you can 

Presenter
Presentation Notes
You can use a number of techniques to prevent some attacks:
Good cyber hygiene
Patching
Application Control
Firewalls
2 factor authentication

Think like a Spartan..They didn’t wear plate mail they defended and attacked at once. They chose their place to fight. They thinned out their attack surface. Their legs were pretty much armor free but that is usually not fatal and that’s one reason their shields were so big. Layering these controls will help prevent tons of things. That being said attackers will figure out fairly quickly where you are vulnerable and then its on. Even the mighty spartans inevitably fell from and insider who showed the attackers how to get behind their defensive positions..at least in the holly wood version
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Detect and respond where you can’t

Presenter
Presentation Notes
You will never stop 100% of all threats, however you can set yourself up now to have the visibility and data needed to detect what is missed by your stack…and your stack will fail to prevent an attack . Plan for this. Switch your mindset to attackers already being in your environment. How differently would you build your home field if they were?
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The attackers are going to look just like insider’s

Presenter
Presentation Notes
Modern attackers know how to live off the land and evade prevention and detection capabilities. Nation State leaks like the Shadow Brokers and Vault 7 have given even ordinary cyber criminals the ability to look like approved processes and accounts within your systems. Defense in Depth is no longer sufficient to address these modern threats. Data is always moving and lives in the cloud and on endpoints. IoT has only thrown gas on an already growing wildfire. 
 
To address these modern threats a shift must be made in our mindsets, our technology and our teams. While these techniques tactics and procedures have given the threat actors an advantage cyber defenders must also seize their inherent advantages to disrupt the attackers before they take off with your data. Join us as we discuss shifting your defenses to disruption in depth and hunting the attackers when they are inside your environment. Attackers only have to be right once but we should make them have to be 100% right once they are inside our environment…and they do make mistakes. 
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Kill Chains
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Presenter
Presentation Notes

Recon & Infiltrate 
Maintain & Manipulate 
Execute & Exfiltrate 
�




Modern attackers know how to live off the land and evade prevention and detection capabilities. Nation State leaks like the Shadow Brokers and Vault 7 have given even ordinary cyber criminals the ability to look like approved processes and accounts within your systems. Defense in Depth is no longer sufficient to address these modern threats. Data is always moving and lives in the cloud and on endpoints. IoT has only thrown gas on an already growing wildfire. 
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Cognitions of Attackers
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Just One Mitigation Breaks the Chain

DEFENDERS MUST SEIZE 
THIS INHERENT

ADVANTAGE

MITRE ATT&CK 
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Movement Collection Exfilitration Command 
and Control

Presenter
Presentation Notes
Most technologies begin at the end of the chain. There are so many other steps that attackers have to go through to get there. Why can’t we drive visibility up the kill chain? To see and disrupt the attackers sooner. We must deploy technologies with the right visibility into each one of these areas to see the signs of attack sooner. Remember the bad guys like to automate and this is how they are achieving the scale that they are. Automation will help us move faster but we want to frustrate the attackers. We want to make them work harder. If its too painful they will move on. If they are determined enough you will make them WORK for it. It will drain resources on their side and frustrate them greatly. Think about making coding changes iteratively every step along the way of the kill chain..that’s a bunch of manual effort and 
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Presenter
Presentation Notes
Most technologies begin at the end of the chain. There are so many other steps that attackers have to go through to get there. Why can’t we drive visibility up the kill chain? To see and disrupt the attackers sooner. We must deploy technologies with the right visibility into each one of these areas to see the signs of attack sooner. Remember the bad guys like to automate and this is how they are achieving the scale that they are. Automation will help us move faster but we want to frustrate the attackers. We want to make them work harder. If its too painful they will move on. If they are determined enough you will make them WORK for it. It will drain resources on their side and frustrate them greatly. Think about making coding changes iteratively every step along the way of the kill chain..that’s a bunch of manual effort and 
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You only get one shot?

Presenter
Presentation Notes
We often co present with Partners and one of the latest blogs from Red Canary shows in the real world how we actually don’t have to be 100% right all the time. In this particular attack you get 4 shots at detecting or preventing the activity…we have the tools needed to see these attacks long before they get to the end of the kill chain. 
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Tipping the Scales

Presenter
Presentation Notes
The tools to collect the right data exist. MITRE ATT&CK has given all of us the nomenclature of adversary behavior so we can focus on the threats that are realistic for our environment. 
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You only have to be one step faster

Presenter
Presentation Notes
You only need to be one step ahead of the attackers and there are lots of things that handle a ton of the ways they get in. 
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Attacker only has to be successful once, but 
defender has to stop 100% of attacks

Once the attacker is in the environment,  
they should have to be 100% perfect.

Presenter
Presentation Notes
You may have heard the term defense in depth. It’s a long standing security principle but one in need of change. 

Rather then buying one off products a more strategic view would look at each point along the kill chain and align technologies to disrupt at each stage rather then trying to simply rely on prevention models that prove not to work in reality. 

Reconnaissance 
Scanning
Gaining Access
Maintaining Access
Covering Tracks


Reconnaissance:- This is the primary phase where the Hacker tries to collect as much information as possible about the target. It includes Identifying the Target, finding out the target's IP Address Range, Network, DNS records, etc.
Scanning:- It involves taking the information discovered during reconnaissance and using it to examine the network. Tools that a hacker may employ during the scanning phase can include dialers, port scanners, network mappers, sweepers, and vulnerability scanners. Hackers are seeking any information that can help them perpetrate attack such as computer names, IP addresses, and user accounts.
Gaining Access:- After scanning, the hacker designs the blueprint of the network of the target with the help of data collected during Phase 1 and Phase 2. This is the phase where the real hacking takes place. Vulnerabilities discovered during the reconnaissance and scanning phase are now exploited to gain access. The method of connection the hacker uses for an exploit can be a local area network (LAN, either wired or wireless), local access to a PC, the Internet, or offline. Examples include stack based buffer overflows, denial of service (DoS), and session hijacking. These topics will be discussed in later chapters. Gaining access is known in the hacker world as owning the system.
Maintaining Access:- Once a hacker has gained access, they want to keep that access for future exploitation and attacks. Sometimes, hackers harden the system from other hackers or security personnel by securing their exclusive access with backdoors, rootkits, and Trojans. Once the hacker owns the system, they can use it as a base to launch additional attacks. In this case, the owned system is sometimes referred to as a zombie system.
Covering Tracks:- Once hackers have been able to gain and maintain access, they cover their tracks to avoid detection by security personnel, to continue to use the owned system, to remove evidence of hacking, or to avoid legal action. Hackers try to remove all traces of the attack, such as log files or intrusion detection system (IDS) alarms. Examples of activities during this phase of the attack include steganography, the use of tunneling protocols, and altering log files.
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Frustrate Attackers



I    © 2019 Carbon Black. All Rights Reserved.   I   CONFIDENTIAL21 I    © 2019 Carbon Black. All Rights Reserved.   I   CONFIDENTIAL21

Disrupting the Economy

Presenter
Presentation Notes
It’s a 1 trillion dollar economy on the dark web according to the WTO. We are being outspent 10 to 1 and to have any hope of disrupting this economy we must make them work harder. We must make the ROI cost more. Credit cards used to be worth a bunch, now not so much. We must continue to make them work for it. 
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Presenter
Presentation Notes
Questions
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