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SPLUNK? GRAYLOG?



¿WHO USE THIS?



SPLUNK VERSIONS AND FEATURES

SPLUNK FREE

SPLUNK ENTERPRISE

SPLUNK CLOUD

No Access Control or Authentication
Run as Root / Admin by default

Can upload custom apps and scripts

Generally Admin/Password 
Optional Password Policies

Run as Root / Admin by default
Can upload custom apps and scripts

SAML, User/Password or LDAP
No CLI or configuration file modification
Can’t upload custom apps and scripts



SPLUNKS IN SHODAN



SPLUNK LOGIN PAGE SOURCE CODE



SPLUNK FREE 
IDENTIFICATION



SPLUNK 
DEFAULT 

PASSWORD



SPLUNK DETECTION RESULTS

TOTAL: 669



SPLUNK ENTERPRISE LOGIN BRUTEFORCE

HYDRA

METASPLOIT

MANAGEMENT 
INTERFACE



SPLUNK ATTACK VECTORS

1)BRUTEFORCE SPLUNK ADMIN USER PASSWORD
2)USE LOGS AS INTELLIGENCE SOURCE

3)READ ANY FILE FROM SERVER
4)INSTALL BIND SHELL OR REVERSE SHELL FROM 

MALICIOUS APP
5)DECRYPT SPLUNK PASSWORDS WITH SPLUNK.SECRET

6)DEPLOY MALICIOUS APPS TO UNIVERSAL 
FORWARDERS



SPLUNK APPS STRUCTURE



SPLUNKBASE



SPLUNK SERVER ATTACK DEMO



OBTAIN SPLUNK STORED PASSWORDS



INSTALL REVERSE SHELL FROM APP



SPLUNK HARDENING

• Unprivileged User 
• Change Default Passwords
• Authentication Method – Not Splunk Internal
• Use TLS 
• DO NOT use Splunk Free in Production
• DO NOT expose the Splunk Server in Internet (except 

Cloud)
• Disable Webserver when there is no need
• Update/Patch Splunk Regularly
• Enable Splunk Audit (index=_audit)



GRAYLOGS IN SHODAN



GRAYLOG COMPONENTS



GRAYLOG ATTACK VECTORS

1)BRUTEFORCE GRAYLOG WEB INTERFACE LOGIN
2)ABUSE GRAYLOG OVA

3)USE INFORMATION AS INTELIGENCE SOURCE
4)DECRYPT PASSWORDS WITH SECRET

5)USE LOGS AS INTELLIGENCE SOURCE



GRAYLOG DICTIONARY ATTACK



GRAYLOG OVA



GRAYLOG STORED PASSWORDS



GRAYLOG HARDENING

• DO NOT use OVA/AMI in production. Graylog virtual 
machine image has a very open default settings 
and is not meant to run in an environment that 
allows access from the outside

• Limit the interfaces on which MongoDB and 
ElasticSearch listen for incoming data

• Set Up Authentication in MongoDB
• Use TLS for all connections
• Enable the Access Log (User Activity)
• Use another authentication method in web 

interface, not username and password



RESOURCES AND DOWNLOADS
https://github.com/Dionach/Splunk-Web-Shell
https://github.com/TBGSecurity/weaponize_splunk
http://threat.tevora.com/penetration-testing-with-splunk-leveraging-splunk-admin-
credentials-to-own-the-enterprise/
http://blog.7elements.co.uk/2012/11/splunk-with-great-power-comes-great-responsibility.html
http://blog.7elements.co.uk/2012/11/abusing-splunk-with-metasploit.html
https://github.com/rapid7/metasploit-
framework/blob/master/modules/auxiliary/scanner/http/splunk_web_login.rb
http://maratto.blogspot.com.ar/2016/03/reverse-engineering-splunk-password.html
https://wiki.splunk.com/Community:DeployHardenedSplunk
http://docs.graylog.org/en/2.4/pages/secure/securing.html
http://docs.graylog.org/en/2.4/pages/configuration/rest_api.html
https://blog.elevenpaths.com/2018/05/analisis-tecnico-siem-ciberseguridad.html
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