7 5ot

Jelefonica cy

COMPROMISING
ENTERPRISE NETWORKS
FROM THEIR OWN SIEM

Ing. Yamila Levalle yfff @ylevalle

-
-:93 AUSCERT2019
‘& WY Cyber Security Conference







SPLUNK? GRAYLOG?

:!5. |

nilex Data

splunk>

Al
Enowliedge

‘ ‘ P Eleven

Paths

Telefnic




5 WHO USE THIS2

Ebay

Veruzon
Netflix

(o
Salesforce
FICO

Netflix
Stackoverflow
Linkedin
Accenture
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SPLUNK VERSIONS AND FEATURES

No Access Control or Authentication
SPLUNK FREE Run as Root / Admin by default
Can upload custom apps and scripts

Generally Admin/Password
Optional Password Policies
SPLUNK ENTERPRISE Run as Root / Admin by default
Can upload custom apps and scripts

WITF WAS THAT?!
SAML, User/Password or LDAP
SPLUNK CLOUD No CLI or configuration file modification
Can’t upload custom apps and scripts
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SPLUNK FREE
IDENTIFICATION

C:\Temp\Python Free Splunk>python splunkfree.py

HTTP
HTTP
HTTP

HTTP:

HTTP

HTTP:
HTTP:

HTTP

HTTP:

HTTP

HTTP:
HTTP:

HTTP

1/ ..109:8000 Splunk Free Version
&4 236:8000 Splunk Free Version
4 £ 78:8000 Splunk Free Version
[/ 120:8000 Splunk Free Version
+F) 95:80 Splunk Free Version

[/ 54:80 Splunk Free Version

// .71:8000 Splunk Free Version
S 241:8000 Splunk Free Version
[/ 192:8000 Splunk Free Version
2 f 178:8000 Splunk Free Version
[/ 183:8000 Splunk Free Version
[/ 185:8000 Splunk Free Version
& :8000 Splunk Free Version
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SPLUNK
DEFAULT
PASSWORD

splunk>enterprise

First time signing in?
If you've forgotten your username or password, please co

username admin
password changeme

Sign in

First time signing in?

Velefonic

ontact your Splunk administrator
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SPLUNK DETECTION RESULTS

TOTAL: 669
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SPLUNK ENTERPRISE LOGIN BRUTEFORCE

File Edit View Search Terminal Help
sr/binS ./ hydra -1 admln -P passliib.txt 127.8.8.1 -s B8OO ht‘ti-pf.:*;l:-fr:arm *Jen-Usfaccount /Llogin? : username="USER"&password="PA
= 4

HYDRA

METASPLOIT

def initialize(info={})
super{update_infol(info,
= s S ink Web Interface Login Utility',

This module simply sttempis to login to a Splunk web interface. Please note the MANAG EM ENT
free version of Splunk actually does mot reguire any authentication, in that =
the module will abort trying. Also, some Splunk applications still have the |NTE R FA E

default credentizl ‘'admin:changeme’ written on the login page. If thiz default
the module will also store that information, and then move “ ' Eleven
Paths
7
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to trying more passwords.




SPLUNK ATTACK VECTORS

1)BRUTEFORCE SPLUNK ADMIN USER PASSWORD
2)USE LOGS AS INTELLIGENCE SOURCE
3)READ ANY FILE FROM SERVER
4)INSTALL BIND SHELL OR REVERSE SHELL FROM
MALICIOUS APP
5)DECRYPT SPLUNK PASSWORDS WITH SPLUNK.SECRET
6)DEPLOY MALICIOUS APPS TO UNIVERSAL
FORWARDERS
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Directory
app_name
appserver

static

bin
default
data

(1]

lookups

metadata

static

Description
opo_nome, under $SPLUNK_HOME etc/apps
Contalns res e files, such as images and style sheets.

Conialns resgurce files. Incleding CSS. JS extensions, and lcon files. See Cliemt 2

Contalns cusiom scripts for searches or scripted Inputs
Contalns configuration required by your app and dashboarg files
= navigation and dashboard files.
= navigaton and dashboard files.
converied dashboards (HTML
rapp's navigation file, defautt.xml
tains Simple XML dashboards specif our app.

ns modified versians of default configuration files or dashboards, which are located In

.-clef;ul-'.. Splunk Enterp craates this directory when the user makes any changes.
Contalins medified dashboards,
Contalns modified dashboards.
talns converied dashibicards (HTML f
Contains modified simple XML dashboards (XML files).
Contains lockup tables [CSV fileg)

Contalns permissions (META files). The defaultmeta file sets default
P lons are private If this file s not present. Permission oversides by the user ar

the local.meta file.

Contalns rescurce files, Including icon files,

delaul

[install]
15 configured %]

1bLe 1
Hello World!

[Launcher]

author thellmann
description My first app!
version 1.8
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®

Splunk Enterprise
Securlty

CIM

Splunk Common
Information M

TO84 Installs

Splunk DB Connect

5387 Installs [ 4]

Splunk Add-on for
Microsoft Win:

11489 Installs [ ¥

Splunk Add-on for
Cisco ASA

6446 Installs u

Splunk App for
Windows

4775 Installs u

SPLUNKBASE

Splunk Datasets
Add-on

1224 Installs u

>

Splunk Supporting
Add-on for Act

5923 Installs u

Splunk Machine
Learning Toolk

4517 Installs u

*nix

Splunk Add-on for
Unix and Linux

9813 Installs

Splunk Dashboard
Examples

5637 Installs

Lookup Flile Editor
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SPLUNK SERVER ATTACK DEMO
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OBTAIN SPLUNK STORED PASSWORDS

Fite Edit View Search Terminal Help

:~/Downloads /poc# python3 siemsframework. pyl
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INSTALL REVERSE SHELL FROM APP

:~/Downloads /poc# python3 siemsframework. pyl
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SPLUNK HARDENING

Unprivileged User

Change Default Passwords

Authentication Method - Not Splunk Internal

Use TLS

DO NOT use Splunk Free in Production

DO NOT expose the Splunk Server in Internet (except
Cloud)

Disable Webserver when there is no need
Update/Patch Splunk Regularly

Enable Splunk Audit (index=_audit)




GRAYLOGS IN SHODAN

#% SHoDAN #% SHooAw

*% Maps W Share Search % Exploits # Maps W Share Search

United States United States

Germany Germany

France France

Irel.and Ireland ‘ ‘ ' ElEVEﬂ
China China PathS
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GRAYLOG COMPONENTS

Logs Systemes,
Applicatifs et
Equipements

MESSAGES INPUT (&couteurs paramétrés via interface Web Graylog)

Serveur
[GELF UDP)
pnrt n"':ml

Firewall
|Syalag LDRP)
port nkx

Onduleur Contrabour |- Poesting RADIUS
{sydop UDP) | | Flsysloguop) || (sELFuDP) | | (Systos uDR)

port R portn"ux peoerk m o portn“ex

VPN (Sy=log
UDF]
port n"mw

EWITCH
[Syaleg LOR)
port n"ux

ELASTICSEARCH Mode:
Mataur de recherche st
d'indexation des données

Centralisateur GRAYLOG :
ey S B —
données (filtrage, découpage...)

Plugin Graylog « REST APl »

J \. ~HTTR/RES
S _
Intarface Graylog-Web

e Cc® 0

Bace de dannédes Mongadh

Parzistance dea danness

7
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GRAYLOG ATTACK VECTORS

1)BRUTEFORCE GRAYLOG WEB INTERFACE LOGIN
2)ABUSE GRAYLOG OVA
3)USE INFORMATION AS INTELIGENCE SOURCE
4)DECRYPT PASSWORDS WITH SECRET
5)USE LOGS AS INTELLIGENCE SOURCE
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GRAYLOG DICTIONARY ATTACK

:9000/apl/system/sess

[t] Port: 9800 State: open

|
[
[t] Do you want to launch the Graylog attack module (Y/N): y
|
[!] Select attack from the menu:
|

[1] Dictionary Attack on Graylog Web Interface User Admin

[2] Test for AMI/OVA Default Credentials

[3] Obtain Graylog Stored Passwords with Graylog-secrets (Admin Credentials Needed)

[8] Return to Main Menu

1] Enter your selection: 1

1] Username:
} ST S D - s ] “' Eleven
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Jelefonica CYBER SECURITY UNIT




GRAYLOG OVA

Production readiness

The Graylog appliance is not created to provide a production ready solution. It is build to offer a
fast and easy way to try the software itself and not wasting time to install Graylog and it
components to any kind of server.

graylog [Running]

Open http:/-10.1.10.70 2601:2c6:4201:c400:a00:27ff :feec:1564 in your brouser to
access Graylog.

Login to the web interface with username/password: 'admin’.

r try the console here with username/password: "ubuntu’.

Eraglng login:
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@ Robo3T-12

File  View Options Window Help

= T B e
-l P

v &= graylog
Collections (29)

alarmcallbackeconfigurations

& Welcome ¥ db.getCollection('ldap_settings').find({}

New Connection 192.168.0.19:27017 graylog

alarmcallbackhistory
alerts
cluster_config
cluster_events
collectors
content_packs
dashboards
grok_patterns
index_failures
index_ranges
index_sets
inputs
Idap_settings

Indexes (1)
lut_caches
lut_data_adapters
lut_tables
nodes
notifications
pipeline_processor_pipelines
pipeline_processor_pipelines_streams
pipeline_processor _rules

roles

db.getCollection ('ldap

Key

v

Idap_settings L) 0.002 sec.

L8 (1) Objectld("5b7ce6a5067b25033fb7...
_id
use_start_tls
system_password
principal_search_pattern
username_attribute
system_password_salt
system_username
trust_all_certificates
group_search_base
default_group
group_search_pattern
active_directory
enabled

) additional_default_groups

group_id_attribute
search_base

I group_role_mapping_list

Value

{ 18 fields }
Objectld("5b7ce6a5067b25033fb73b3c")
false
e5d539ef58d6bee770028d82b177a8bc
(Bu({objectClass=inetOrgPerson)(uid={0}))
cn

30ef8fa51e0d85f7
uid=admin,ou=system

false
5b7710ce067b2505¢590549a
false

true

[ 0 elements ]

cn=users,dc=example,dc=com

[ 0 elements ]
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GRAYLOG HARDENING

DO NOT use OVA/AMI in production. Graylog virtual
machine image has a very open default settings
and is not meant to run in an environment that
allows access from the outside

Limit the interfaces on which MongoDB and
ElasticSearch listen for incoming data

Set Up Authentication in MongoDB

Use TLS for all connections

Enable the Access Log (User Activity)

Use another authentication method in web
interface, not username and password




RESOURCES AND DOWNLOADS

https://qithub.com/Dionach/Splunk-Web-Shell

https://qithub.com/TBGSecurity/weaponize splunk
http://threat.tevora.com/penetration-testing-with-splunk-leveraging-splunk-admin-
credentials-to-own-the-enterprise/
http://blog.7elements.co.uk/2012/11/splunk-with-great-power-comes-great-responsibility.html
http://blog.7elements.co.uk/2012/11/abusing-splunk-with-metasploit.ntml
https://qithub.com/rapid7/metasploit-
framework/blob/master/modules/auxiliary/scanner/http/splunk web login.ro
http://maratto.blogspot.com.ar/2016/03/reverse-engineering-splunk-password.html
https://wiki.splunk.com/Community:DeployHardenedSplunk
http://docs.graylog.org/en/2.4/pages/secure/securing.html
http://docs.graylog.org/en/2.4/pages/configuration/rest api.html
https://blog.elevenpaths.com/2018/05/analisis-tecnico-siem-ciberseguridad.html
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MultiSIEM Modular Python3 Attack Framework
Usage: python3 ./siemsframework.py Telefonica c
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