Marginalise the Breach
A Zero-Trust Approach
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Presenter
Presentation Notes
Here to talk about CyberSecurity which is a topic dear to my heart
Also fair to say it’s getting a little more attention now then ever before






) Highest Value Assets
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Presentation Notes
If a hostile actor seeks to gain an advantage, what will they try to steal, manipulate, or break in an organization? �PCI, PII, PHI, IP

If you assume breach, you need to focus on protecting the data you value the most - that powers your most important mission critical systems as well as what a potential hacker would be most likely to go after.

Its not about protecting all the data you have equally, but ensuring that your most prized crown jewels can not be reached on the network


Exposures

Exploitability affects Impact

Reachability affects Likelihood
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Likelihood is under our Control
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Adversary Mobility
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Recon Weaponisation Delivery Exploitation Installation

Action Objectives

Command & Control Lateral Movement / Critical Asset Location
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Presentation Notes
And this is the common thread in breaches that made up the previous statistics, every breach you read about , is that something got inside, it was there for a long time and no one knew it, and it entered on something that wasn’t that important but because they were able to move around they found what they were looking for – the most valuable data – and they walk out with it
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Presentation Notes
When you say submarine .. And my 3rd old son knows it too … you get that picture of the hull and the periscope and you get that these things are designed to travel under water and need to withstand external pressures

So this is a reasonably accurate picture of a submarine – but if a submarine was built this way, and it even had a tiny little leak in the hull, that little pin hole in the back, water would drip in and eventually if you left it this way long enough it would fill up. And of course if you punch a bigger hole up in the front of course its going to fill quicker and we all know that its going to sink.

You want to get  on that submarine?
And although it sounds faceatious, generally speaking the hulls are built really well …their strong, resilient, you bang on it and it sounds solid.
Most people trust the hull – but the question is do you and can you trust it 100% of the time

Do you trust that hull and that hull alone to prevent any breach that will fill up and sink it with you on it

And the truth is that most people don’t want ot bet their life on that – they want a backup strategy, they want something else in the event that that hull fails, even if it only happens a tiny percentage of the time





Traditional Model

Dev/Test
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Segments = Reducing Attack Surface
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Presentation Notes
So how do we do it?
We segment!   We compartmentalize
Take the physical world lessons and apply to cyber

By chopping up the env, cant promise that something bad wont get in, but can promise that when it does it wont take down the entre ship
And this is called segmentation – agiley building walls around sensitive systems and applications that hold sensitive data – in an effort to make that if something gets sick, not everything gets sick



=
Zero Trust

Objects within a network are no more trustworthy than objects outside a
network

Secures data and applications with micro-perimeters

Can reduce an organization’s risk exposure by 37% or more.
Reduce security costs by 31% and realize millions of dollars in savings in
their overall IT security budgets.
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Presentation Notes
Transforms security from outside-in perimeter-based to an inside-out framework - everything is locked down unless it is approved



Typical Approaches Fall Short

Network Based Segmentation SDN-Based Segmentation
T S Policy
:—:—:—: — Automation

Multiple Administration Points
Policy tied to IP-Addresses
Applications often not conveniently located relative to network boundaries
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Typical Approaches Fall Short

Increased risk of network and/or
applications failing

IMPACT * Increased network fragility (hard
to manage)

Lower agility (fear of failure)
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Opposing ldeas must Co-Exist
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Fast, Flexible, Reliable, Open Connectivity Isolation and Static Control
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Fast, Flexible,
Reliable
Connectivity
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The Only Way to do this
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What's Needed

Map of your compute, A way to group logical bunches of Deploy Security Segmentation
applications and connectivity “things” without Network Risk

DRAFT

TEST

ENFORCE
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Secured by Design / Intent Example

lIIIIi Web

E MiddleWare
o}

Records-Mngt : Staging :
Equinix
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Name

Records-Mngt Policy

Scope
Records-Mngt : Dev-Test : Equinix
Records-Mngt : Staging : Equinix

Rules

Services Provided By Used By

Company
HQ

Oodoo Middleware Web

Apache Web

MySQL DB Middleware




Migrating to Public Cloud

Name
Online-Store Policy

i- Web

Scope
Records-Mngt : Dev-Test : AP-SouthEast-2
Records-Mngt : Staging : AP-SouthEast-2

MiddleWare

Rules
RDS (MySQL)

Services Provided By Used By

Company
HQ

Oodoo Middleware Web

Apache Web

Records-Mngt : Staging : AP-SouthEast-2 MySQL  rds.amszon.con  Middleware
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Promoting to Production

Name
Online-Store Policy

Scope

Records-Mngt : Dev-Test : AP-SouthEast-2
Records-Mngt : Staging : AP-SouthEast-2
Records-Mngt : Production : Ap-SouthEast-2

MiddleWare

RDS (MySQL) Rules

Services Provided By Used By

Company
HQ

Oodoo Middleware Web

Apache Web

Records-Mngt : Production : AP-SouthEast-2

MySQL  *rds.amazon.com Middleware
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Auto-Scaling in Production

Name
Online-Store Policy

Scope

Records-Mngt : Dev-Test : AP-SouthEast-2
Records-Mngt : Staging : AP-SouthEast-2
Records-Mngt : Production : Ap-SouthEast-2

Rules

RDS (MySQL)

Services Provided By Used By

Company
HQ

Oodoo Middleware Web

Apache Web

Records-Mngt : Production : AP- |
SouthEast-2
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Containerise App

RDS (MySQL)

"’—I’/i MiddleWare

Records-Mngt : Production : AP-

SouthEast-2
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Name
Online-Store Policy

Scope

Records-Mngt : Dev-Test : AP-SouthEast-2
Records-Mngt : Staging : AP-SouthEast-2
Records-Mngt : Production : Ap-SouthEast-2

Rules

Services Provided By Used By

Company
HQ

Oodoo Middleware Web

Apache Web

MySQL  *rds.amazon.com Middleware




Segmentation Operation

NETWORKING

Connectivity,
Resilience &
Performance

De-couple security
from the network
fabric
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INFRASTRUCTURE

Workload
operations,
performance &

agility

Automate s/w
deployment and/or
Golden Images

APPLICATIONS

/Meet Business \

Needs, speed of
delivery without
compromising
security

Author Security
Policy relevant to

SECURITY

/Maintain Security \

Strategy, Governance
& operate SOC

Approve & Provision
Application Security

Ktheir application(s) /

\Policies & Take Actioy




Practical Steps to Zero Trust

1 Identify high-value systems and visualise relations
and connections in real time

2

Architect optimal micro-segmentation strategy, visualise and
test policies before enforcement

3 Default-deny model applying enforcement for each workload

4 Automate and adapt to change whilst orchestrating
security incident response
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THANKS!
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